
What's in it for you?

Analyze the latest updates in HIPAA Privacy,
HIPAA Security, and HITECH Breach mandates

Examine OCR HIPAA settlements to understand
the bar for HIPAA compliance

Review HIPAA compliance challenges and best
practices for Covered Entities and Business
Associates

Understand HIPAA Safe Harbor
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Digital Badge

ecfirst also offers a Digital Badge with your 
certification. There is no fee for this service
and acceptance is totally up to you
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Course Outline

HIPAA overview

What is the HITECH Act?

What was different after the Final Rule?

To whom does HIPAA apply?

How do Business Associates fit into the picture?

Covered Entities roles

What is considered PHI?

HIPAA /HITECH Act/Final
Rule/Safe Harbor

Module

1

HIPAA/HITECH & Non-compliance penalties

How can individuals or organizations file
a complaint?

Role of State Attorney General in
security violations

Criteria for Class Action Lawsuits

Whistleblower protections in breach reporting

False Claims Act accountability
for organization

HIPAA Enforcements
Module
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What is the Privacy Rule?

Patient Rights

Use & Disclosure

Nofity Individuals

What forms do I need?

Who are non-Business Associates?

Who decides “Minimum Necessary”?

Privacy Rule
Module
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Defining a transaction 

POS, ICD-10, NCPDP, ANSI ASCX12N & more

Information Blocking rule

National Healthcare Identifiers - NPI, EIN,
NEI, HPID, & NHI

Transactions, Code Sets
& Identifiers

Module
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Define “Security”

Objective of Meaningful Use

CIA – What’s the scoop?

Identify HIPAA Security Rule’s design objectives

Standards & Implementation Specifications

Administrative Safeguards

Physical Safeguards

Technical Safeguards

Security Rule
Module
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Strengthening HIPAA audit programs

Objectives of NIST Cybersecurity Frameworks

CMMC: Enhancing cybersecurity in defense

Steps to achieve HITRUST certification
in healthcare

HISAA's role in Risk Assessments & compliance

Other Security
Requirements

Module
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Peter.Harvey@ecfirst.com www.ecfirst.bizRequest a CHP Proposal Today
Bring the CHP Program to your Organization


